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Felix C. Freiling! and Sukumar Ghosh?*

! Laboratory for Dependable Distributed Systems,
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2 The University of Iowa, Iowa City, USA

Abstract. Dijkstra’s concept of self-stabilization assumes that faults can only
affect the variables of a program. We study the notion of self-stabilization if faults
can also affect (i.e., augment) the program code of a system. A code stabilizing sys-
tem automatically recovers from (almost) arbitrary perturbations of its program
code. We prove some lower bounds for code stabilizing systems and argue that
code stabilization has many resemblances to the area of integrity management in
the domain of security.

1 Introduction

The concept of self-stabilization by Dijkstra [6] describes the fact that a system
will eventually return to good behavior when starting from an arbitrary state.
The arbitrary state was used as a tool to model the effects of transient faults
that changed the values of variables stored in volatile memory. The program code
however was always assumed to remain unchanged.

Interestingly, the assumption that the program code is not affected by faults
has remained unchallenged for a long time. Usually it is argued that the program
code resides in non-volatile read-only memory and can therefore be assumed to
remain constant. This is however only true for small and specialized systems (like
embedded systems) today. Most software which runs on PCs is stored on hard
disks which—while being non-volatile—still can be subject to changes through
faults. Moreover, the threats from unauthorized code alterations through mali-
cious software (like worms or viruses) are steadily increasing. Hence we feel that
it is time to investigate the notion of self-stabilization where faults can also affect
the code of the program.

In this paper we ask the question: How and when can self-stabilizing systems
recover not only from perturbations of the data but also from perturbations of the
program code? To answer this question we first give a formal definition of what
we call code stabilization. In analogy to self-stabilization (which we in contrast
call data stabilization) we define code stabilization to mean eventual recovery
of the program code to a “legal state”. Our definition is a clean extension of
Dijkstra’s definition: If the legal state of the code is a self-stabilizing algorithm,
then code stabilization implies also data stabilization.

We further investigate the amount of perturbation tolerable in code stabi-
lization and prove that code stabilization is impossible if the entire code space
can be perturbed. Hence, a minimal nucleus of unaltered code space must always
remain. This is in clear contrast to self-stabilization where faults could affect all
the variables. We show that this minimal nucleus must have a size in the order
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of the entire program. This result implies that code stabilization is a very costly
concept. However, in a distributed system it is possible to reduce the space re-
quirement of this nucleus to about the size of the code which is stored in only
one process.

Finally, we relate our findings to observations made in the area of security.
We discuss the area of software integrity management and argue that the concept
of code stabilization underlies many practical methods used in this area.

In summary, we provide the following contributions in this paper:

— We extend the definition of self-stabilization to code perturbations.

— We prove some lower bounds for this type of stabilization.

— We relate the new type of stabilization to practical methods from the area of
security.

To the best of our knowledge, the investigation of code perturbations in the
context of self-stabilization is novel. In can be seen as standing in a line of research
which considers stabilization as a useful abstraction in the area of security (see
for example work by Gouda [10]).

The paper is structured as follows: In Section 2 we present the system model
and the definition of code stabilization. In Section 3 we consider code stabilization
in the context of local (non-distributed) computations and subsequently extend
our findings to distributed computations in Section 4. In Section 5 we relate code
stabilization to concepts from the area of security. We conclude in Section 6.

2 Code Stabilization: Definition

In this section we present a definition of code stabilization and relate it to the
concept of self-stabilization.

2.1 Systems, Programs, Code, and Data

A system is a general purpose computing machine that consists of an execution
unit and memory. Intuitively the execution unit is a microprocessor and the
memory is some form of data storage like RAM, ROM or external memory (e.g.
hard disk). The memory of a system is separated into two parts: a code part and
a data part. The code part stores the program which the system should execute.
We are not concerned here with the way in which the program is encoded in
memory except that we assume that it be executable. To execute the program,
the system chooses the next instruction from the code part, loads it into the
execution unit and executes the instruction, thereby possibly changing the data
or code part of memory. Choice of the next program instruction can be done
deterministically (e.g. by using an explicit program counter stored in the data
part) or non-deterministically (like in the language of guarded commands [7]).
Note that we allow a program to update also the code part of memory, i.e., we
allow programs to be self-modifying.

The data part of memory can hold many different values. A particular assign-
ment of values to the variables in the data part is called a state of the program.
Let D denote the set of all possible states, i.e., all possible combinations of values
which may be stored in the data part.



A representation of the program in memory is called the code of the program
(or simply code). The code part of memory may hold many different codes (i.e.,
many different programs). Let C denote the set of all different codes that may
be stored in the code part of memory.

2.2 Distributed Systems and Executions

The definitions above can be easily extended to cover aspects of (geographical)
distribution. In a distributed system, the concept which we called a system above
is called a process. Each process has its individual execution unit and memory.
The code part of the memory of the distributed system is the union of all the code
parts of the processes. Similarly, the data part of the memory of the distributed
system is the union of the data part of the memories of all processes.

In a distributed system, processes need a method to communicate. Here we
assume that processes communicate through shared memory, i.e., we assume
that portions of the processes’ memory can be accessed by other processes. The
topology of the distributed system defines which process has access to the memory
of which other process. The type of access can be distinguished by its type (read
and/or write access) and the portion of the memory which it affects (code and /or
data part of the memory). We will differentiate special types of access later in
Section 4 where we consider distributed systems.

In general, for any system (be it distributed or not), the state of the entire
memory can be expressed as an element (¢,d) € C x D where ¢ identifies the
code and d identifies the data state. An execution of a system is a sequence
o= ((c1,d1),(c2,d2),...) of such code/data state pairs for which holds that for
all i, (¢j+1,d;+1) results from executing the fetch-execute cycle described above
on state (¢;, d;).

2.3 Memory Perturbations

We adopt here the standard fault-assumption of self-stabilization, i.e., the type
of faults we assume here are transient faults that can alter the state stored in
memory. This is a very general fault assumption encompassing things like tran-
sient memory faults (e.g., bit flips), faults during data transmission, brown-outs
due to transiently weak power supply, and effects of cosmic rays on memories. We
rule out faults that permanently affect the execution unit. We model the effect of
a fault by assuming that memory can spontaneously change into a certain “bad”
state. Recovery of faults is achieved if the system by itself manages to return
into a “good” state, as we explain shortly. Given some type of fault, the fault
span [4] of that fault is the largest set of memory values which can be reached
by faulty behavior.

2.4 Data Stabilization

We now recall the definition of self-stabilization [3,6]. To distinguish it from
other forms of stabilization, we use the term data stabilization instead of self-
stabilization.

Intuitively, data stabilization means that, given some set A of states, starting
from a state in A, a system always eventually reaches a set of legal states. If it



enters a legal state, then, as long as no faults occur, the next state of the system
is also legal. In the following, let D C D denote the set of legal states.

Definition 1 (data stabilization). Let A C D be a set of (data) states that
includes D (i.e., D C A). A system data stabilizes from A to D if the following
conditions hold for every execution o = ((c1,dy), (ca,d3),...) of the system:

— (closure) for any (c;,d;), if d; € D then diy1 € D.
— (convergence) for any (c;,d;) such that d; € A there exists a j > i such that
dj eD.

If A =D = true we omit mentioning the set A in the definition and simply
say that a system data stabilizes. Data stabilization from D = A is equivalent to
the notion of self-stabilization as introduced by Dijkstra [6].

2.5 Code Stabilization

We assume that the set of all codes C contains some programs that are illegal
(they do not solve the problem for which the system was built by, e.g., going into
an infinite loop). Conversely, we assume that there exists a set C' C C of legal
codes.!

We now define code stabilization in analogy to data stabilization.

Definition 2 (code stabilization). Let B C C be a set of codes that includes
C (i.e., C C B). A system code stabilizes from B to C if the following conditions
hold for every execution o = ((c1,d1), (ca,d2),...) of the system:

— (closure) for any (c;,d;), if ¢; € C then cit1 € C.
— (convergence) for any (c;,d;) such that ¢; € B there exists a j > i such that
cj € C.

We define probabilistic code stabilization (with probability p) as code stabi-
lization where the convergence property holds only probabilistically (i.e., with
probability p). Clearly, any system that is code stabilizing is also probabilistically
code stabilizing, therefore probabilistic code stabilization is a weaker concept that
code stabilization.

2.6 Relations between Code and Data Stabilization

Code and data stabilization are defined independently, but they are not orthog-
onal since data stabilization relies on execution of correct code.

If faults are only allowed to perturb the data, then the code can be initialized
to some chosen value. If the code happens to be data stabilizing algorithm, then
we get the usual setting of self-stabilization. However, in the following assume
that faults may happen in data and code. In this case, data stabilization depends
on code stabilization.

Lemma 1. For any system, if the set of legal codes C' contains only data stabi-
lizing algorithms, then the system data stabilizes only if it code stabilizes.

! Note that our definition allows the case where more than one code is legal, e.g., if there are
different syntactic representations which are semantically equivalent.



Proof. For a contradiction, assume that the code does not stabilize to a legal code
in C. This means that the code remains in a state which is not data stabilizing.
Hence, the system does not data stabilize. a

Note that Lemma 1 cannot be strengthened to an equivalence. To see this
consider the case where a system does not code stabilize. In this case it may be
stuck in an arbitrary program, e.g. one that executes an infinite loop. Clearly,
such a system will not data stabilize. So data stabilization of some system is by
no means sufficient for code stabilization of that system.

We define a system to be completely stabilizing if and only if it is code stabi-
lizing and data stabilizing. A completely stabilizing system can tolerate a larger
fault-span than a data stabilizing system because an additional level of perturba-
tion is possible: corruptions of code space (see Figure 1). Code stabilization can
therefore be explained as driving the fault-span past the border of the variable
state space.

code stabilization data stabilization
<t = —

code space data space

Fig. 1. Code stabilization: Moving the fault-span past to the left of the border between code
and data.

3 Code Stabilization for Local Computations

In this section we consider code stabilization in a non-distributed setting, i.e.,
where the system consists of only one execution unit (one process).

3.1 A Technique to Establish Code Stabilization

How can code stabilizing systems be constructed? One simple way to do this is
to apply a layered approach and regard the code of one layer as the data of the
next layer (see Fig. 2). This approach builds upon the ideas of fair composition
of stabilizing protocols by Dolev, Israeli, and Moran [8]. If the system at one level
1 is not code stabilizing, we enlarge the system by adding another code part at
level ¢ — 1 which can modify the code at level i (the code of level i is the data of
level i — 1). Now define the correct codes of level i as the set of legal states for
code at level 7 — 1, then if the code of level ¢ — 1 is data stabilizing, the code at
level ¢ is code stabilizing.

If the code at the lowest layer (layer 1) is not affected by faults, then we can
show that the entire system is code stabilizing.

Theorem 1. Given the system as constructed in Fig. 2 in which the code of
every layer is a data stabilizing algorithm. If the code of level 1 is not perturbed
by faults, then the system is code stabilizing.
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Fig. 2. Hierarchical construction of code stabilization. The code at level i is regarded as the
data at level ¢ — 1.

Proof. The proof is similar to the proof of self-stabilizing algorithms using the
idea of a convergence stair as introduced by Gouda and Multari [11]. The proof
is by induction over the levels.

Since we assume that the code of level 1 is not perturbed by faults, this code
is trivially code stabilizing, which proves the base case.

Assume that all codes up to level i are code stabilizing. Since the code at
level i is data stabilizing, eventually the data of level i + 1 will reach a legal
configuration. The legal configurations however are precisely the set of codes of
level i+ 1. Therefore, the code at level i 4 1 is code stabilizing, which proves the
induction step. a

The construction of Theorem 1 is conceptual. It does not necessarily mean
that additional execution units or memory (additional “hardware”) need to be
added to the system. It is just a way to structure the code and memory space of a
system. Note here that this construction results in programs which are inherently
self-modifying.

3.2 Minimal Requirements for Code Stabilization

One central prerequisite for Theorem 1 to hold is that the code of level m is not
perturbed by faults. This raises the question whether this assumption is really
necessary, i.e., is there a way to construct code stabilizing systems such that the
entire code part of the memory may be perturbed by faults? Unfortunately, this
is not the case, as we now explain.

The code of a program holds some form of information about this program.
We define the size of a code as the amount of information (in bits) which it en-
codes. Basically, the amount of information in a code is the size of this code when
compressed with an optimal compression program (e.g., one that uses Huffman
codes). We now show that some minimal part of the code space must be safe
from perturbations in order to achieve code stabilization.



Theorem 2. In general, a code stabilizing system of size k requires an area of
non-perturbation of size at least O(k).

Proof. The most unfavorable case is one where faults perturb the entire code
and data space. Assuming that a code stabilizing system could recover from this
case would mean that the information contained in the original program must be
reconstructed from some source. However, if faults have perturbed the entire state
space, it is impossible to recover the data from anywhere. In general, the amount
of unperturbed storage corresponds directly to the amount of information which
is expressed by the code. In the worst case, the code can be (almost) random data
and so no more compression is possible. Hence, for a code of size k at least O(k)
storage needs to be maintained and this storage must be always unperturbed. 0O

Note that Theorem 2 is rather general. It holds for any type of system (even
ones with self-modifying code) and also for probabilistic code stabilization. In
a sense, it prescribes for any program of size k a “safe nucleus” of size O(k)
from which it can be reconstructed. This makes code stabilization fundamentally
different from data stabilization because in data stabilization all data can be
perturbed without losing the ability to stabilize.

4 Code Stabilization for Distributed Computations

We now investigate how code stabilization can be achieved in distributed systems
and what the minimal requirements are to achieve code stabilization.

4.1 Uniformity Issues and Types of Remote Access

Let p and ¢ be two processes. In the context of distributed systems with shared
memory we need to distinguish different types of access from p to q. Process p
has remote read access to q if p can read the entire code part of the memory of
q. Process p has remote write access to q if p can write to the entire code part of
g. If p has neither remote read nor remote write access to any other process, we
say that p has local access. Note that local access does not prohibit processes to
communicate since communication can still be done through some shared data
part of memory.

Many distributed algorithms assume the fact that individual processes can be
named using unique identifiers. Usually, these identifiers are assumed to be hard
coded into the algorithm. In the terminology of this paper unique identifiers are
part of the code. If faults can perturb the entire memory of a process, then also
these identifiers can change. This is not a problem if the algorithm is uniform,
i.e., it does not rely on the existence of unique identifiers and all processes in
the system execute an identical copy of the same code. However, due to issues of
symmetry breaking, uniform algorithms are faced with many problems. Never-
theless, in the following we focus on uniform algorithms. We discuss the impact
of unique identifiers on our results later.

4.2 Techniques to Achieve Code Stabilization

Theorem 2 states that any program of size k needs an unperturbed memory
portion of size O(k) to code stabilize. In distributed systems with uniform algo-
rithms, the code is stored redundantly at all processes. Therefore, it is possible



to exploit this redundancy to achieve lower bounds for code stabilization than
were possible in the non-distributed setting.

In the following, let k be the size of the code of an individual process. A simple
and sufficient bound for code stabilization follows directly from Theorem 2. Since
every process can be regarded as a non-distributed system, if all processes have
only local access, then it is sufficient that all processes contain unperturbed code
space of size O(k). If processes have remote read and write access, this bound
can be improved.

Theorem 3. If some processes p has remote write access to all other processes
and all other processes do mot have remote write access to p, then it is sufficient
that p contains unperturbed code space of size O(k).

Proof. We prove the theorem by sketching a solution that achieves code stabi-
lization using unperturbed code space at a single process. The idea is as follows:
The code of every process is augmented with a program part that regularly tries
to write a copy of its own code to the code space of all other processes at once.
Even if all processes have been perturbed, eventually process p will overwrite the
perturbed code with an unperturbed copy of the code. Since p itself will not be
perturbed, eventually all processes contain a version of the unperturbed code,
yielding code stabilization. O

Note that Theorem 3 needs special read/write restrictions on the topology
of the system. These are necessary in order to prevent a perturbed process from
writing a perturbed version of the code into p. This cannot be prevented even if
we assume that processes contain unique identifiers which cannot be perturbed by
faults. The atomic update of the entire code state of the system is also necessary
since otherwise two perturbed processes could “re-perturb” each other infinitely
often if one of them is overwritten by p.

The assumption about the atomic update can be relaxed if we place restric-
tions on the scheduling of processes. Alternatively, we can weaken all of the
above assumptions by assuming a local checking mechanism and reverting to
probabilistic code stabilization, at the expense of requiring at least a constant
size of unperturbed code space at every process.

Theorem 4. If all processes have only remote read access to each other (and no
remote write access), then it is sufficient that some process contains unperturbed
code space of size O(k) and all other processes contain unperturbed code space of
size O(1) to achieve probabilistic code stabilization.

Proof. The central idea to construct a solution with the above characteristics is
to use cryptographic hash functions [14]. A cryptographic hash function maps
any finite string of bits to a fixed-size bit string, the fingerprint. Hash functions
have the property that it is very hard to find collisions, i.e., two input strings
that have the same fingerprint. In other words, it is very improbable that an
arbitrary (random or intentional) perturbation of some bit string results in a bit
string with the same fingerprint.

We augment every process with the following integrity checker program: Pe-
riodically, the process applies a cryptographic hash function to its own code and
compares the resulting fingerprint with the value stored in its unperturbed code
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space. In case there is a mismatch, the process reads the code space of the totally
unperturbed process and overwrites its own code with that copy. By doing this,
any local code perturbations are erased. The only case that this does not happen
is when code is perturbed to a state which has the same fingerprint as the legal
code. The properties of cryptographic hash functions make this sufficiently im-
probable. The integrity checker together with the fingerprint can be implemented
in constant space. Hence, probabilistic code stabilization with the claimed space
requirements is achieved. O

In the proof of Theorem 4 it is necessary that all processes know from where
to copy the unperturbed code. This information must be encoded in the con-
stant size unperturbed part of their own code. Note also that the fingerprint
must not be stored locally, it can be stored remotely at the same location where
the unperturbed code resides or even can be computed on-the-fly. The method
to implement the integrity check (a cryptographic hash function) can also be
replaced by some form of error detecting code (like a CRC checksum) as long as
faults can be assumed to be random.

5 Related Work and Concepts

The techniques described in Section 4 to achieve code stabilization in distributed
systems have some similarities to other work in the area self-stabilization, namely
the principle of local checking and correction [5] and work by Katz and Perry
[13]. The idea is to regularly aquire a (local or global) snapshot of the state of
the system and in case of discovered inconsistencies to locally correct or globally
reset the system into a legal state. The problem in this area is to construct snap-
shot and reset procedures that are themselves self-stabilizing. In practice these
methods can be found in the form of automatically generated or handcrafted
runtime assertions within program code and exception handler mechanisms that
perform corrective measures. However note, that all of these methods rely on the
fact that the program code itself is unchanged.

Interestingly, there are close resemblances between our methods and the ap-
proaches from the area of security, more specifically from the area of (operating
system) integrity management. There, integrity is defined as protection against
unauthorized modification of the data and/or the code of a program. Integrity
violations usually occur due to malicious actions by attackers. A common threat
is a Trojan horse, a software which pretends to do something useful (like a screen-
saver or a computer game) but in fact alters your operating system in unforseen
and unpleasant ways. Popular alterations are the installation of sniffers and key-
loggers that capture sensitive data processed by the system, and post it on the
Internet. Another typical alteration is the installation of a back door for a hacker,
which enables unauthorized access to the system to outsiders. Modern operating
systems have become so complex that these alterations usually are not noticed
by the user or system administrator. Integrity management assumes that code
is stored on writable media (like a hard disk) and aims at detecting even subtle
modifications and wherever possible also to correct them.

Concepts to prevent the effect of these types of modifications are read-only
files or filesystems that are supported by many of today’s Unix-like operating
systems (for example BSD 4.4 Unix offers read-only and append-only files, for a
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more involved discussion see Garfinkel, Spafford and Schwartz [9]). However, the
most general approach in integrity management requires “clean” original copies
of all the data and code which is part of the operating system. On a regular
basis, the files of the running operating system are compared with the originals.
If unauthorized alterations are found, the compromised version is replaced by
the original version. The problems in integrity management correspond to the
minimal requirements of code stabilization: Care must be taken that the original
versions are unaltered and that the comparison and replacement software is also
not compromised.

Maintaining a full clean copy of the original files and comparing it with the
current ones on a computer is cumbersome in practice. This gave rise to a tool
called Tripwire that exists in a commercial [2] and a freely available open source
variant [1]. Tripwire maintains a database of cryptographic checksums of impor-
tant files. This database has to be initialized by creating checksums of a known
and unaltered baseline. At regular intervals, Tripwire takes snapshots of the sys-
tem by comparing the checksums of the current version with the clean stored
checksums. By reporting on mismatches, integrity violations can be detected or
accepted changes merged into the database. Again it is vital that Tripwire it-
self is unaltered when it is run. Ideally, the filesystem is checked after booting a
clean and original version of the operating system from CD including the Trip-
wire program itself. If Tripwire is executed off a compromised operating system,
it may not operate in a trustworthy way [12]. The paradigm of Tripwire closely
resembles the observations made in Theorem 4. Note that Tripwire needs to use
cryptographic hash functions and not CRC checksums for example.

6 Conclusion

As noted by Ken Thompson in his 1984 Turing Award lecture [15], it is (almost)
impossible to trust a system which you have not checked down to the transistor
level. Today, integrity management software allows you to place trust on the
integrity of your operating system. Integrity means prevention of unauthorized
code or data modifications. Integrity is an increasingly important concern in
today’s computer systems, but requires a minimal amount of trustworthy code
to be manageable.

In this paper we have revisited the notion of self-stabilization in a new con-
text. Instead of allowing only data to be corrupted, we asked the question: To
what extent can code corruptions be tolerated? We extended the notion of self-
stabilization to also cover code corruptions. Our results on minimal unperturbed
storage space and on techniques to achieve code stabilization directly reflect
structures in the area of integrity management, and therefore can be used as a
theoretical foundation for this important area of security.
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Manfred A. Jeusfeld, Tung X. Bui: Decision Support Components on the
Internet
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Manfred A. Jeusfeld, Mike Papazoglou: Information Brokering: Design,
Search and Transformation

P.Peters, M.Jarke: Simulating the impact of information flows in net-
worked organizations

Matthias Jarke, Peter Peters, Manfred A. Jeusfeld: Model-driven plan-
ning and design of cooperative information systems

G.de Michelis, E.Dubois, M.Jarke, F.Matthes, J.Mylopoulos, K.Pohl,
J.Schmidt, C.Woo, E.Yu: Cooperative information systems: a manifesto
S.Jacobs, M.Gebhardt, S.Kethers, W.Rzasa: Filling HTML forms simul-
taneously: CoWeb architecture and functionality

M.Gebhardt, S.Jacobs: Conflict Management in Design

Michael Hanus, Frank Zartmann (eds.): Jahresbericht 1996

Johannes Faassen: Using full parallel Boltzmann Machines for Optimiza-
tion

Andreas Winter, Andy Schiirr: Modules and Updatable Graph Views for
PROgrammed Graph REwriting Systems

Markus Mohnen, Stefan Tobies: Implementing Context Patterns in the
Glasgow Haskell Compiler

S.Gruner: Schemakorrespondenzaxiome unterstiitzen die paargramma-
tische Spezifikation inkrementeller Integrationswerkzeuge

Matthias Nicola, Matthias Jarke: Design and Evaluation of Wireless
Health Care Information Systems in Developing Countries

Petra Hofstedt: Taskparallele Skelette fiir irreguléar strukturierte Prob-
leme in deklarativen Sprachen

Dorothea Blostein, Andy Schiirr: Computing with Graphs and Graph
Rewriting

Carl-Arndt Krapp, Bernhard Westfechtel: Feedback Handling in Dy-
namic Task Nets

Matthias Nicola, Matthias Jarke: Integrating Replication and Commu-
nication in Performance Models of Distributed Databases

R. Klamma, P. Peters, M. Jarke: Workflow Support for Failure Manage-
ment in Federated Organizations

Markus Mohnen: Optimising the Memory Management of Higher-Order
Functional Programs

Roland Baumann: Client/Server Distribution in a Structure-Oriented
Database Management System

George Botorog: High-Level Parallel Programming and the Efficient Im-
plementation of Numerical Algorithms

Fachgruppe Informatik: Jahresbericht 1997

Stefan Gruner, Manfred Nagel, Andy Schiirr: Fine-grained and
Structure-Oriented Document Integration Tools are Needed for Devel-
opment Processes

Stefan Gruner: Einige Anmerkungen zur graphgrammatischen Spezifika-
tion von Integrationswerkzeugen nach Westfechtel, Janning, Lefering und
Schiirr

O. Kubitz: Mobile Robots in Dynamic Environments

Martin Leucker, Stephan Tobies: Truth - A Verification Platform for
Distributed Systems
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2001-02

2001-03

Matthias Oliver Berger: DECT in the Factory of the Future

M. Arnold, M. Erdmann, M. Glinz, P. Haumer, R. Knoll, B. Paech, K.
Pohl, J. Ryser, R. Studer, K. Weidenhaupt: Survey on the Scenario Use
in Twelve Selected Industrial Projects

H. Aust: Sprachverstehen und Dialogmodellierung in
natiirlichsprachlichen Informationssystemen

Th. Lehmann: Geometrische Ausrichtung medizinischer Bilder am
Beispiel intraoraler Radiographien

M. Nicola, M. Jarke: Performance Modeling of Distributed and Repli-
cated Databases

Ansgar Schleicher, Bernhard Westfechtel, Dirk Jager: Modeling Dynamic
Software Processes in UML

W. Appelt, M. Jarke: Interoperable Tools for Cooperation Support using
the World Wide Web

Klaus Indermark: Semantik rekursiver Funktionsdefinitionen mit Strik-
theitsinformation

Jahresbericht 1998

F. Huch: Verifcation of Erlang Programs using Abstract Interpretation
and Model Checking — Extended Version

R. Gallersdorfer, M. Jarke, M. Nicola: The ADR Replication Manager
Maria Alpuente, Michael Hanus, Salvador Lucas, German Vidal: Spe-
cialization of Functional Logic Programs Based on Needed Narrowing
W. Thomas (Ed.): DLT 99 - Developments in Language Theory Fourth
International Conference

Kai Jakobs, Klaus-Dieter Kleefeld: Informationssysteme fiir die ange-
wandte historische Geographie

Thomas Wilke: CTL+ is exponentially more succinct than CTL

Oliver Matz: Dot-Depth and Monadic Quantifier Alternation over Pic-
tures

Jahresbericht 1999

Jens Voge, Marcin Jurdzinski: A Discrete Strategy Improvement Algo-
rithm for Solving Parity Games

Andreas Becks, Stefan Sklorz, Matthias Jarke: Exploring the Semantic
Structure of Technical Document Collections: A Cooperative Systems
Approach

Mareike Schoop: Cooperative Document Management

Mareike Schoop, Christoph Quix (eds.): Proceedings of the Fifth Interna-
tional Workshop on the Language-Action Perspective on Communication
Modelling

Markus Mohnen, Pieter Koopman (Eds.): Proceedings of the 12th Inter-
national Workshop of Functional Languages

Thomas Arts, Thomas Noll: Verifying Generic Erlang Client-Server Im-
plementations

Jahresbericht 2000

Benedikt Bollig, Martin Leucker: Deciding LTL over Mazurkiewicz
Traces

Thierry Cachat: The power of one-letter rational languages
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Benedikt Bollig, Martin Leucker, Michael Weber: Local Parallel Model
Checking for the Alternation Free mu-Calculus

Benedikt Bollig, Martin Leucker, Thomas Noll: Regular MSC Languages
Achim Blumensath: Prefix-Recognisable Graphs and Monadic Second-
Order Logic

Martin Grohe, Stefan Woéhrle: An Existential Locality Theorem
Mareike Schoop, James Taylor (eds.): Proceedings of the Sixth Interna-
tional Workshop on the Language-Action Perspective on Communication
Modelling

Thomas Arts, Jiirgen Giesl: A collection of examples for termination of
term rewriting using dependency pairs

Achim Blumensath: Axiomatising Tree-interpretable Structures

Klaus Indermark, Thomas Noll (eds.): Kolloquium Programmier-
sprachen und Grundlagen der Programmierung

Jahresbericht 2001

Jirgen Giesl, Aart Middeldorp: Transformation Techniques for Context-
Sensitive Rewrite Systems

Benedikt Bollig, Martin Leucker, Thomas Noll: Generalised Regular
MSC Languages

Jurgen Giesl, Aart Middeldorp: Innermost Termination of Context-
Sensitive Rewriting

Horst Lichter, Thomas von der Maflen, Thomas Weiler: Modelling Re-
quirements and Architectures for Software Product Lines

Henry N. Adorna: 3-Party Message Complexity is Better than 2-Party
Ones for Proving Lower Bounds on the Size of Minimal Nondeterministic
Finite Automata

Jorg Dahmen: Invariant Image Object Recognition using Gaussian Mix-
ture Densities

Markus Mohnen: An Open Framework for Data-Flow Analysis in Java
Markus Mohnen: Interfaces with Default Implementations in Java
Martin Leucker: Logics for Mazurkiewicz traces

Jirgen Giesl, Hans Zantema: Liveness in Rewriting

Jahresbericht 2002

Jirgen Giesl, René Thiemann: Size-Change Termination for Term
Rewriting

Jirgen Giesl, Deepak Kapur: Deciding Inductive Validity of Equations
Jirgen Giesl, René Thiemann, Peter Schneider-Kamp, Stephan Falke:
Improving Dependency Pairs

Christof Loding, Philipp Rohde: Solving the Sabotage Game is PSPACE-
hard

Franz Josef Och: Statistical Machine Translation: From Single-Word
Models to Alignment Templates

Horst Lichter, Thomas von der Maflen, Alexander Nyflen, Thomas
Weiler: Vergleich von Ansétzen zur Feature Modellierung bei der Soft-
wareproduktlinienentwicklung

Jirgen Giesl, René Thiemann, Peter Schneider-Kamp, Stephan Falke:
Mechanizing Dependency Pairs

Fachgruppe Informatik: Jahresbericht 2003
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Benedikt Bollig, Martin Leucker: Message-Passing Automata are expres-
sively equivalent to EMSO logic

Delia Kesner, Femke van Raamsdonk, Joe Wells (eds.): HOR 2004 — 2nd
International Workshop on Higher-Order Rewriting

Slim Abdennadher, Christophe Ringeissen (eds.): RULE 04 — Fifth In-
ternational Workshop on Rule-Based Programming

Herbert Kuchen (ed.): WFLP 04 — 13th International Workshop on Func-
tional and (Constraint) Logic Programming

Sergio Antoy, Yoshihito Toyama (eds.): WRS 04 — 4th International
Workshop on Reduction Strategies in Rewriting and Programming
Michael Codish, Aart Middeldorp (eds.): WST 04 — 7th International
Workshop on Termination

Klaus Indermark, Thomas Noll: Algebraic Correctness Proofs for Com-
piling Recursive Function Definitions with Strictness Information
Joachim Kneis, Daniel Molle, Stefan Richter, Peter Rossmanith: Param-
eterized Power Domination Complexity

Zinaida Benenson, Felix C. Gértner, Dogan Kesdogan: Secure Multi-
Party Computation with Security Modules

Fachgruppe Informatik: Jahresbericht 2004

Maximillian Dornseif, Felix C. Gartner, Thorsten Holz, Martin Mink: An
Offensive Approach to Teaching Information Security: “Aachen Summer
School Applied IT Security”

Jirgen Giesl, René Thiemann, Peter Schneider-Kamp: Proving and Dis-
proving Termination of Higher-Order Functions

Daniel Mélle, Stefan Richter, Peter Rossmanith: A Faster Algorithm for
the Steiner Tree Problem

Fabien Pouget, Thorsten Holz: A Pointillist Approach for Comparing
Honeypots

Simon Fischer, Berthold Vécking: Adaptive Routing with Stale Informa-
tion

Felix C. Freiling, Thorsten Holz, Georg Wicherski: Botnet Tracking: Ex-
ploring a Root-Cause Methodology to Prevent Distributed Denial-of-
Service Attacks

Joachim Kneis, Peter Rossmanith: A New Satisfiability Algorithm With
Applications To Max-Cut

Klaus Kursawe, Felix C. Freiling: Byzantine Fault Tolerance on General
Hybrid Adversary Structures

Benedikt Bollig: Automata and Logics for Message Sequence Charts
Simon Fischer, Berthold Vécking: A Counterexample to the Fully Mixed
Nash Equilibrium Conjecture

* These reports are only available as a printed version.

Please contact biblio@informatik.rwth-aachen.de to obtain copies.
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